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[bookmark: _Toc232451208]Overview 
Artificial Intelligence (AI) is rapidly transforming government operations, citizen services, public safety, administrative productivity, constituent communications, data analysis, cybersecurity, and policy development. AI technologies offer significant opportunities to improve service delivery, reduce administrative burden, support workforce productivity, and make government services more responsive and accessible.
At the same time, AI introduces important considerations related to public trust, transparency, accuracy, privacy, cybersecurity, procurement, public records, records retention, open meetings, bias, civil rights, evidentiary integrity, intellectual property, and responsible use. These risks are heightened in state and local government because public entities process sensitive information, make decisions that affect legal rights and government benefits, maintain law enforcement and public safety information, and are subject to public accountability obligations.
This Artificial Intelligence Acceptable Use Policy (AI AUP) establishes a framework for the responsible use of AI technologies within the Organization. Recognizing that state and local government organizations vary in mission, legal authority, risk tolerance, staffing, budget, regulatory exposure, and community expectations, this policy provides multiple implementation models that may be adopted or modified to meet local needs.
Whether the Organization chooses to broadly enable AI, limit AI to specific approved use cases, or prohibit AI use except for narrowly approved security and operational tools, this policy provides governance principles and safeguards designed to support lawful, secure, transparent, and accountable use of AI technologies.
The Organization recognizes that AI should serve as a tool to enhance human capabilities, not replace human judgment, professional responsibility, legal accountability, or public sector ethics. Human oversight shall remain central to decisions involving public services, benefits, licensing, permitting, enforcement, personnel actions, procurement, legal interpretation, public safety, emergency response, and cybersecurity operations.
Because AI technologies, laws, and regulatory expectations continue to evolve rapidly, this policy is intended to be a living document. The Organization shall periodically review and update AI governance practices to address emerging technologies, changing legal requirements, cybersecurity risks, public sector best practices, and community expectations.
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This policy applies to all Organization personnel and any person or entity accessing Organization systems, data, networks, or resources for Organization-related activities.

Employees
Elected officials and appointed officials
Department heads and supervisors
Law enforcement personnel
Public safety personnel
Contractors, vendors, consultants, and managed service providers
Temporary staff, interns, volunteers, and affiliates
Third-party service providers processing Organization information
Any other person authorized to access Organization resources

This policy applies to all technology environments and use cases involving AI, including:

Organization-owned devices
Personal devices accessing Organization resources
Organization networks and wireless services
Cloud services and SaaS applications
Productivity platforms and collaboration tools
AI chatbots, AI assistants, AI search tools, AI coding assistants, AI image/video/audio generators, AI transcription tools, AI analytics platforms, and AI-enabled features embedded in existing applications
Procured systems, pilot tools, proofs of concept, vendor demos, and free or trial AI services used for Organization business

This policy does not replace existing cybersecurity, privacy, records retention, procurement, acceptable use, incident response, or ethics policies. Where this policy conflicts with more restrictive legal, contractual, or regulatory requirements, the more restrictive requirement shall govern.

The Organization recognizes that expectations regarding acceptable behavior and responsible AI use can often be established more quickly than formal administrative, technical, contractual, or regulatory controls. Accordingly, this policy is intended to establish clear expectations for responsible AI use while governance, risk management, and control frameworks continue to evolve.

[bookmark: _Toc232451210]Definitions 
Artificial Intelligence (AI): A machine-based system that can, for a defined objective, generate outputs such as predictions, recommendations, classifications, content, decisions, code, images, audio, video, or other work products that influence physical or virtual environments.

Generative AI: An AI system capable of creating new text, images, audio, video, code, summaries, analysis, recommendations, or other content based on user prompts or inputs.

Public AI Service: An AI system made available to the general public or through a non-enterprise account where the Organization has not approved the service, reviewed its security and privacy terms, or established contractual protections.

Organization Data: Any data created, received, maintained, stored, processed, transmitted, or accessed by the Organization, including public, internal, confidential, restricted, regulated, law enforcement sensitive, security-sensitive, and third-party information.

Automated Decision-Making: Any process where an AI system materially influences, recommends, ranks, scores, approves, denies, or otherwise supports a decision affecting a person, benefit, license, permit, investigation, enforcement activity, service, payment, job, contract, or legal interest.

Human Oversight: Meaningful review by an authorized person who understands the context, verifies the output, considers applicable law and policy, and remains accountable for the decision or work product.

Deepfake or Synthetic Media: AI-generated or AI-manipulated audio, video, image, or text that depicts or impersonates a person, event, statement, document, or communication in a manner that may deceive, mislead, harass, defraud, or harm.

AI Output: Any content, recommendation, result, code, summary, analysis, classification, transcript, prediction, or other work product generated or assisted by AI.
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Purpose

The Organization permits broad use of approved AI technologies to support public service delivery, productivity, research, drafting, communication, planning, training, operational efficiency, and non-sensitive analysis.

Authorized Users

Employees
Elected and appointed officials
Department leadership
Contractors and vendors where expressly authorized
Interns, temporary staff, and volunteers where approved by the Organization
Permitted Uses
Users may use approved AI platforms for the following activities when no prohibited information is entered and all outputs are reviewed by an authorized human:

Drafting internal communications, public notices, meeting summaries, policy outlines, FAQs, procedures, and training materials
Creating first drafts of reports, presentations, job aids, outreach materials, social media content, and public education materials
Summarizing public information, publicly released reports, statutes, regulations, meeting transcripts, and non-sensitive materials
Brainstorming project plans, communication approaches, meeting agendas, workflows, and non-sensitive process improvements
Developing non-production code examples, test data, documentation, and troubleshooting steps where no secrets, proprietary code, or restricted architecture information is disclosed
Translating, improving readability, or formatting approved public communications subject to human review
Required Controls
Human Review

All AI-generated content must be reviewed by an authorized human before publication, public release, official use, operational reliance, record retention, submission to another organization, or use in a decision-making process.
Disclosure
Users must disclose significant AI assistance when required by Organization policy, departmental guidelines, public records requirements, legal counsel, procurement rules, grant requirements, or the nature of the work product.

Privacy Restrictions

Users shall not enter protected, confidential, regulated, restricted, or non-public Organization information into AI systems without explicit documented authorization.

Approved Platforms
Only Organization-approved AI platforms may be used for Organization-related activities. Public or personal AI accounts shall not be used for Organization business unless specifically authorized.

Additional Safeguards

Users must verify AI outputs for accuracy, completeness, bias, misleading statements, fabricated citations, outdated information, legal errors, and operational risk.
Users must not represent AI-generated content as legal advice, final policy, official interpretation, public safety direction, or authoritative government action without appropriate review and approval.
Users must not use AI-generated content to communicate with the public in a way that implies a final government determination unless the determination has been made by authorized personnel.
Users must not use AI to generate deceptive, manipulative, harassing, discriminatory, threatening, or impersonating content.
Users must preserve records and prompts where required by law, policy, legal hold, audit requirement, grant requirement, or supervisor direction.

Examples of Acceptable Open Use

Drafting a plain-language summary of a publicly posted ordinance for review by the communications team.
Creating a first draft of a public meeting agenda from non-confidential topics.
Generating a training outline on cybersecurity awareness using public guidance.
Summarizing a public grant notice to identify potential application requirements.
Improving grammar and readability of a non-sensitive internal memo.




Examples Requiring Additional Approval

Using AI to summarize citizen complaints, personnel complaints, law enforcement reports, or health records.
Using AI to evaluate bids, score vendors, recommend hiring decisions, or prioritize enforcement actions.
Using AI to analyze security logs, vulnerability reports, network architecture, or incident response data.
Using AI to create or modify production code, scripts, cloud configurations, or security rules.
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Purpose

The Organization permits AI use only for specific government functions, tools, users, and data types approved by the Organization. This model is appropriate where the Organization wants controlled adoption while maintaining stronger centralized oversight.
Authorized Users
Employees and officials with approved business need
Departments with approved AI use cases
Contractors and vendors only where authorized by contract
Law enforcement, public safety, and health-related users only under specific approved procedures
Permitted Usage
Users may use AI only for the approved use cases, platforms, data types, and purposes identified by the Organization. Independent use of unapproved AI platforms for Organization-related work is prohibited.

Staff
Staff may use approved AI only for permitted purposes such as:
Administrative drafting and formatting
Summarizing public or approved non-sensitive information
Creating training materials
Improving accessibility and readability of public communications
Generating internal process documentation
Supporting approved research or operational analysis

Staff may not use AI for the following without express documented approval:

Making benefits, eligibility, enforcement, licensing, permitting, hiring, firing, discipline, promotion, procurement, legal, or public safety decisions
Analyzing or processing confidential, restricted, regulated, law-enforcement-sensitive, or security-sensitive data
Creating public communications without required human review and approval
Generating production code, scripts, configurations, or system changes without secure development review
Using AI as the sole source of information for official action
Required Controls
Approval Process

All AI tools and use cases must undergo review before implementation. At a minimum, review should include:
Business need and approved purpose
Security review
Privacy review
Legal review
Records retention and public records review
Procurement and contract review
Data classification review
Human oversight requirements
Risk acceptance by appropriate authority

Data Governance
Only approved data may be processed. No protected or restricted information may be entered into AI systems without formal approval, documented data handling controls, contractual protections, and legal review.

Monitoring
Technology, security, compliance, or departmental leadership may monitor AI platform usage for compliance, security, abuse prevention, incident response, records management, auditing, and operational oversight consistent with applicable law and policy.

Inventory
The Organization should maintain an inventory of approved AI systems and use cases. The inventory should include tool name, vendor, owner, department, approved use case, approved data type, access method, contract status, risk rating, review date, and renewal or reassessment date.
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Purpose

The Organization prohibits the use of AI technologies for Organization-related activities except for explicitly approved security tools, accessibility tools, or embedded operational capabilities approved by the Organization.
Authorized Use
None, unless specifically approved by the Organization through a documented exception process.
The Organization does not authorize:
Employee AI use
Official AI use
Contractor AI use
Vendor AI use involving Organization data
Use of AI chatbots, AI writing assistants, AI image generators, AI coding assistants, AI transcription tools, or AI summarization services for Organization business
Permitted Activities
The following may be permitted only where approved in writing:
Security tools operating in the background, such as malware detection, spam filtering, endpoint detection, anomaly detection, or fraud detection
Accessibility tools required as reasonable accommodations or to improve public access, where approved and configured securely
Enterprise productivity features approved through Organization security, privacy, legal, and procurement review
Prohibited Activities
Users may not use AI on Organization devices, accounts, networks, data, or work products to:
Access AI chatbots or AI tools for Organization business
Submit Organization information into AI systems
Generate official communications, code, images, audio, video, reports, or recommendations
Summarize Organization records or meetings
Analyze government data
Circumvent blocked AI services using personal devices, personal accounts, browser extensions, proxies, or unauthorized applications
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AI Approval Process

Before an AI tool or AI-enabled feature may be used for Organization-related activities, the tool and use case must be reviewed and approved by the appropriate authority. Approval of one tool does not authorize all use cases, all users, or all data types.

Minimum Review Requirements

Description of business purpose and expected benefit
Identification of users, departments, data types, and workflows
Classification of data to be processed
Vendor name, product name, hosting model, and account type
Review of terms of service, privacy policy, security documentation, data retention, logging, and model training practices
Determination of whether data is used to train vendor or public models
Access control, authentication, audit logging, retention, and administrative controls
Records retention, open records, litigation hold, and discovery considerations
Cybersecurity, privacy, legal, procurement, and operational risk review
Human oversight and decision-making safeguards

Approval Outcomes

Approval may be granted, denied, limited, time-bound, or conditioned on additional safeguards. Approved tools may be limited to specific users, departments, data types, purposes, contract terms, and time periods.

Reassessment

AI tools and use cases should be reassessed periodically and whenever there is a material change in vendor terms, model capabilities, data processing, integration, risk profile, regulatory requirements, security incident, or intended use.


Procurement and Vendor Management

AI procurement must be coordinated with Organization procurement, legal, privacy, records, and security stakeholders. AI tools acquired through free accounts, trials, embedded application features, browser extensions, or departmental subscriptions can create legal, privacy, security, and records risks and must not be used without authorization.

Required Vendor and Contract Protections:

Clear description of AI functionality, data flows, sub-processors, hosting locations, and administrative controls
Prohibition on using Organization data to train public or third-party models unless expressly approved in writing
Ownership and use rights for Organization data, prompts, outputs, logs, and work products
Confidentiality, privacy, breach notification, incident response, and data return/destruction provisions
Right to audit, receive security documentation, and review compliance attestations where appropriate
Compliance with applicable federal, state, local, contractual, and regulatory requirements
Data retention, deletion, logging, export, public records, e-discovery, and litigation hold support
Security controls for encryption, access control, administrative privileges, logging, vulnerability management, and secure configuration
Restrictions on subcontractors and third-party processing
Indemnification, limitation of liability, and risk allocation appropriate to the use case

Unapproved Vendor AI Use

Vendors, contractors, consultants, and service providers shall not use AI to process Organization information, generate work products, or support Organization services unless specifically authorized by contract or written approval.


Human Oversight and Government Decision-Making

AI shall not serve as the sole basis for decisions involving residents, employees, contractors, regulated entities, public safety, legal rights, government services, benefits, enforcement, or Organization operations.

Human review and approval shall be required for decisions involving:

Public benefits, eligibility, service prioritization, housing, social services, utility services, fees, fines, grants, or payments
Permits, licenses, inspections, code enforcement, citations, penalties, or administrative enforcement actions
Hiring, promotion, discipline, termination, performance evaluation, compensation, scheduling, workplace investigations, or labor relations
Procurement, vendor selection, bid scoring, contract award, contract termination, or vendor performance determinations
Law enforcement, criminal justice, public safety, emergency response, threat assessment, investigative prioritization, or evidentiary analysis
Legal interpretation, litigation strategy, settlement recommendations, public records exemptions, or privileged communications
Cybersecurity incident response, access revocation, monitoring escalation, security exceptions, or risk acceptance

Meaningful Human Oversight

Human oversight must be meaningful. The reviewer must have sufficient context, authority, expertise, and time to evaluate the AI output. Reviewers must not merely rubber-stamp AI recommendations. Reviewers shall consider accuracy, legal authority, policy requirements, bias, due process, public impact, source reliability, and alternative explanations.


Law Enforcement and Public Safety Requirements

Law enforcement, emergency management, fire, EMS, corrections, courts, probation, and other public safety functions may involve highly sensitive information and high-impact decisions. AI use in these areas requires heightened review and documented approval.

Prohibited Without Specific Approval

Processing Criminal Justice Information, criminal history information, law enforcement reports, investigative notes, body-worn camera footage, 911 audio, emergency medical information, or evidence using AI
Using AI for facial recognition, biometric identification, person identification, predictive policing, threat scoring, investigative prioritization, or offender risk scoring
Creating summaries of witness statements, victim statements, interview transcripts, or incident narratives for official investigative or evidentiary use
Using AI to draft probable cause affidavits, warrants, charging recommendations, use-of-force reports, or disciplinary findings without approved procedures and supervisory/legal review
Uploading evidence, photographs, videos, audio recordings, or protected public safety information to public AI systems

Required Controls for Approved Public Safety AI

CJIS and applicable state criminal justice requirements
Defined authorized users and access controls
Audit logging and supervisory review
Chain-of-custody and evidentiary integrity controls
Validation, testing, accuracy review, bias assessment, and legal review
Public records and discovery procedures
Incident reporting and misuse reporting
Training for users before access is granted


Cybersecurity and Secure Development Requirements

AI use must not compromise Organization systems, secrets, infrastructure, or cybersecurity operations. Users shall not use AI systems in a manner that exposes credentials, security architecture, vulnerabilities, incident response information, or configuration-controlled environments.

Security Restrictions

No passwords, credentials, MFA codes, API keys, encryption keys, private keys, tokens, certificates, or secrets may be entered into AI systems.
No vulnerability assessment results, penetration testing results, exploit details, security incident information, SIEM logs, EDR telemetry, or threat hunting data may be entered into public AI systems without authorization.
No network diagrams, firewall rules, system inventories, architecture diagrams, cloud configurations, security control details, or incident response playbooks may be entered into public AI systems without authorization.
No AI tool may be connected to production systems, configuration-controlled environments, databases, repositories, secrets management systems, or administrative consoles unless expressly approved.
AI-generated code, scripts, queries, detections, or configurations must undergo human review, security testing, change management, and approval before use.
AI tools used for software development must comply with the Organization secure development lifecycle, configuration management policy, change management policy, and code review requirements.

Incident Reporting

Any suspected disclosure of restricted information, credential exposure, unauthorized AI use, AI system compromise, malicious prompt injection, AI-generated security error, or suspicious AI output must be reported immediately through the Organization incident reporting process.


Public Records and Records Retention

AI prompts, outputs, logs, generated content, summaries, drafts, and AI-assisted communications may constitute public records, records subject to retention, or materials subject to legal discovery depending on content, use, jurisdiction, and applicable law. Users shall comply with Organization records retention schedules, public records requirements, open records laws, litigation holds, and e-discovery obligations.

Records Requirements

Users shall not use AI tools to avoid creating, preserving, or disclosing records required by law or policy.
Users shall preserve AI-generated materials when directed by records, legal, supervisory, audit, grant, or investigative requirements.
AI-generated records must be labeled, stored, classified, retained, and disposed of consistent with Organization policy.
AI tools should not be used for official recordkeeping unless approved for retention, export, audit logging, and legal hold support.
Public records responses involving AI-generated material must be reviewed by the records officer or legal counsel as appropriate.
Users shall not enter confidential or exempt records into AI systems unless approved and subject to appropriate protections.

Meeting and Transcription Tools

AI meeting assistants, transcription bots, summarization tools, and recording tools may implicate open meetings, consent, confidentiality, public records, labor, and privacy obligations. Such tools require approval before use in public meetings, executive sessions, personnel matters, legal matters, law enforcement briefings, health matters, procurement evaluations, or confidential meetings.


AI Tool Approval Process

Before an AI tool or AI-enabled feature may be used for Organization-related activities, the tool and use case must be reviewed and approved by the appropriate authority. Approval of one tool does not authorize all use cases, all users, or all data types.

Minimum Review Requirements

· Description of business purpose and expected benefit
· Identification of users, departments, data types, and workflows
· Classification of data to be processed
· Vendor name, product name, hosting model, and account type
· Review of terms of service, privacy policy, security documentation, data retention, logging, and model training practices
· Determination of whether data is used to train vendor or public models
· Access control, authentication, audit logging, retention, and administrative controls
· Records retention, open records, litigation hold, and discovery considerations
· Cybersecurity, privacy, legal, procurement, and operational risk review
· Human oversight and decision-making safeguards

Approval Outcomes

Approval may be granted, denied, limited, time-bound, or conditioned on additional safeguards. Approved tools may be limited to specific users, departments, data types, purposes, contract terms, and time periods.

Reassessment

AI tools and use cases should be reassessed periodically and whenever there is a material change in vendor terms, model capabilities, data processing, integration, risk profile, regulatory requirements, security incident, or intended use.
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All users of AI technologies within the Organization are expected to use these tools responsibly, ethically, securely, and in accordance with Organization policies and applicable law. Users are responsible for the content they create, submit, publish, distribute, recommend, or rely upon, regardless of whether AI assistance was used.

All users shall:

Protect Privacy

Users shall not enter, upload, or share confidential information within AI systems unless explicitly authorized. This includes personal information, employee information, protected health information, criminal justice information, tax information, legal information, security information, proprietary information, and any other restricted or non-public information.

Verify AI Outputs

AI systems can generate inaccurate, misleading, biased, incomplete, outdated, fabricated, or legally incorrect information. Users are responsible for reviewing, validating, and correcting AI-generated content before using or sharing it.

Exercise Human Judgment

AI is intended to assist productivity and analysis, not replace professional judgment, legal authority, ethics, discretion, accountability, or decision-making. Users remain responsible for all decisions, communications, and work products created with AI assistance.

Respect Others

AI technologies shall not be used to harass, intimidate, threaten, discriminate against, impersonate, defraud, manipulate, embarrass, or otherwise harm another person or group.

Prohibition on Deepfakes and Impersonation
Users shall not create, distribute, or use AI-generated content intended to impersonate, deceive, misrepresent, embarrass, harass, or harm another individual.
This includes synthetic audio, video, images, or written content falsely attributed to another person.

Use Approved AI Platforms

Users shall only use approved AI platforms when conducting Organization-related activities. Users shall not use personal accounts, unapproved browser extensions, consumer AI tools, or trial services for Organization business unless authorized.

Report Concerns

Users shall immediately report suspected AI misuse, privacy concerns, inappropriate content, security concerns, unauthorized disclosures, policy violations, or questionable AI outputs to a supervisor, technology leadership, legal counsel, privacy officer, records officer, or other designated contact.

Enforcement

Violations may result in disciplinary action, loss of technology privileges, revocation of AI access, contract remedies, vendor termination, civil liability, criminal referral, or other corrective measures permitted by law and Organization policy.

No Retaliation

The Organization should prohibit retaliation against individuals who report suspected AI misuse, privacy concerns, security concerns, discrimination concerns, or legal violations in good faith.


[bookmark: _Toc232451216]User Acknowledgment
[bookmark: _Hlt496596116][bookmark: _Hlt485547697][bookmark: _Toc24195659]I acknowledge that I have read, understand, and agree to comply with the Organization Artificial Intelligence Acceptable Use Guidelines and all contractual obligations governing AI use, data protection, confidentiality, security, privacy, records, and incident reporting.

I understand that contractors, vendors, consultants, subcontractors, and third-party service providers may not use AI tools to process Organization information, generate Organization work products, or support Organization services unless specifically authorized in writing or by contract.

I further understand that unauthorized AI use may constitute a security incident, privacy incident, confidentiality violation, contract violation, or legal violation and must be reported immediately.
Username:
Signature:
Date:
[bookmark: _Toc232451217]Optional Policy/Standard Responsibility Enhancements
Add any of these sections to the User Responsibility Section for more specific guidance.  Once completed, remove the remainder of this section.
The following enhancements may be incorporated into the User Responsibility Section, operational standards, procurement standards, or departmental procedures. Once adopted, the Organization should remove this instructional note and retain only the applicable policy language.

Approved Processing
Organization information may only be processed through AI systems that have been approved by the Organization and, where applicable, have completed security, privacy, legal, records, procurement, and operational review.
AI systems must have appropriate contractual protections in place.
AI systems must be configured consistent with Organization security requirements.
AI systems must not use Organization data to train public or third-party models unless expressly approved in writing.
AI systems must comply with applicable federal, state, local, contractual, and regulatory requirements.

Data Minimization
Users shall limit all data shared with AI systems to the minimum amount necessary to accomplish the intended approved government purpose. When a task can be completed using anonymized, synthetic, public, or generalized information, users shall avoid entering identifiable or sensitive information.

Accountability
All users remain responsible for protecting Organization information regardless of whether the information is processed, summarized, analyzed, or transformed by an AI system. AI use does not transfer responsibility from the user, department, or Organization to the AI provider.

Disclosure
The Organization may require disclosure of significant AI assistance in public communications, reports, legal materials, procurement documents, personnel materials, policy recommendations, public records responses, or other official work products where disclosure is necessary to maintain transparency, accuracy, or public trust.

Prohibited Data Submission
Unless specifically authorized through a documented Organization approval process, users shall not enter, upload, process, transmit, summarize, analyze, or share confidential, regulated, protected, restricted, law-enforcement-sensitive, security-sensitive, or non-public Organization information within any AI system.

Prohibited information includes, but is not limited to, the categories below:

Resident, Constituent, and Public Service Information
Names when associated with confidential services, benefits, investigations, complaints, or non-public matters
Home addresses, personal email addresses, telephone numbers, and dates of birth
Social Security numbers, driver license numbers, passport numbers, identification numbers, and account numbers
Benefit applications, eligibility determinations, public assistance records, housing records, utility account information, and payment information
Health, disability, aging services, behavioral health, public health, social services, and emergency medical information
Information concerning minors, victims, witnesses, complainants, protected persons, or vulnerable populations
Any other personally identifiable information, confidential information, or regulated information

Employee and Human Resources Information
Personnel records, performance evaluations, disciplinary records, salary information, employment agreements, background investigations, leave records, medical information, workers compensation records, HR investigations, tax information, and benefit information
Employee complaints, workplace investigations, Equal Employment Opportunity materials, labor relations records, union-related confidential matters, grievance materials, and settlement discussions

Financial, Procurement, and Business Information
Banking information, credit card information, payment data, account numbers, taxpayer identification numbers, vendor banking instructions, and wire transfer information
Procurement records not intended for public release, confidential bids, evaluation materials, source selection information, negotiation strategies, audit findings not approved for release, and budget planning documents designated confidential
Vendor contracts, statements of work, pricing, proprietary information, trade secrets, and third-party confidential information unless authorized by contract and law


Prohibited Data Submission Continued

Security and Technology Information
Passwords, passphrases, MFA codes, authentication tokens, session tokens, API keys, encryption keys, certificates, secrets, credentials, private keys, and recovery codes
Network diagrams, asset inventories, security configurations, firewall rules, cloud configurations, architecture diagrams, vulnerability assessment results, penetration testing reports, audit logs, incident reports, threat intelligence, access control data, and security monitoring data
Any information that could increase risk to Organization systems, facilities, elections, emergency services, critical infrastructure, personnel, residents, or public safety operations

Legal, Investigative, and Privileged Information
Attorney-client privileged information, attorney work product, litigation strategy, pending litigation information, confidential settlement information, legal research for active matters, compliance investigations, and protected legal documents
Law enforcement communications, investigative materials, intelligence records, evidence information, body-worn camera information not approved for release, victim or witness information, confidential informants, criminal justice information, and records restricted by law or court order

Regulated and Special Category Information
Criminal Justice Information (CJI) and data subject to CJIS requirements
Protected Health Information (PHI) and health information subject to HIPAA or state privacy laws
Federal Tax Information (FTI) and taxpayer information subject to IRS safeguard requirements
Election security information, voter registration information not authorized for disclosure, ballot processing details, election system architecture, and security procedures
Critical infrastructure information, utility system information, transportation security information, emergency response plans, continuity plans, and facility security plans
Any information classified as sensitive, restricted, confidential, non-public, law-enforcement-sensitive, or security-sensitive by the Organization

Users shall not anonymize, paraphrase, summarize, mask, translate, reformat, or otherwise transform protected information for the purpose of circumventing these restrictions.
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