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[bookmark: _Toc232449578]Overview 
Artificial Intelligence (AI) is rapidly transforming education, business, government, and society. From personalized learning and instructional support to administrative efficiency and data analysis, AI technologies offer significant opportunities to enhance educational outcomes and operational effectiveness. At the same time, AI introduces new considerations related to student privacy, cybersecurity, academic integrity, bias, transparency, and responsible use.
As AI becomes increasingly integrated into daily life and future careers, educational institutions have a responsibility to prepare students and staff to understand, evaluate, and appropriately use these technologies. Effective AI governance requires balancing innovation with risk management, ensuring that technology supports learning and district objectives while protecting the rights, safety, and privacy of students, employees, and the broader school community.
This AI Acceptable Use Policy (AI AUP) establishes a framework for the responsible use of AI technologies within the District. Recognizing that districts vary in their educational goals, risk tolerance, available resources, and community expectations, this policy provides multiple implementation models that can be adapted to meet local needs. Whether a district chooses to broadly enable AI, limit its use to specific circumstances, or prohibit its use entirely, the policy provides governance principles and safeguards designed to ensure compliance with applicable laws, regulations, and district policies.
The District recognizes that AI should serve as a tool to enhance human capabilities—not replace human judgment, creativity, critical thinking, or professional responsibility. All uses of AI within the educational environment shall be guided by principles of transparency, accountability, equity, security, privacy, and academic integrity. Human oversight shall remain central to educational, operational, and student-related decisions.
Because AI technologies continue to evolve rapidly, this policy is intended to be a living document. The District will periodically review and update its AI governance practices to address emerging technologies, changing regulatory requirements, cybersecurity risks, educational best practices, and community expectations.
The ultimate goal of this policy is to empower students, educators, administrators, and staff to safely and effectively leverage the benefits of AI while maintaining the trust, security, and educational values that are fundamental to the District's mission.
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This policy applies to:
· Students 
· Teachers 
· Administrators 
· Support Staff 
· Contractors 
· Volunteers 
· Third-Party Service Providers 
The policy applies to:
· District-owned devices 
· Personal devices accessing District resources 
· District networks 
· District cloud services 
· Educational technology platforms 
· AI applications and services

[bookmark: _Toc232449580]Definitions 
Artificial Intelligence (AI): Computer systems or software capable of performing tasks that typically require human intelligence, including learning, reasoning, prediction, content generation, decision support, pattern recognition, and problem solving.

Generative AI: An AI system capable of creating new text, images, audio, video, code, summaries, analysis, recommendations, or other content based on user prompts or inputs.

Public AI Service: An AI system made available to the general public or through a non-enterprise account where the District has not approved the service, reviewed its security and privacy terms, or established contractual protections.

District Data: Any data created, received, maintained, stored, processed, transmitted, or accessed by the District, including public, internal, confidential, restricted, regulated, law enforcement sensitive, security-sensitive, and third-party information.

Automated Decision-Making: Any process where an AI system materially influences, recommends, ranks, scores, approves, denies, or otherwise supports a decision affecting a person, benefit, license, permit, investigation, enforcement activity, service, payment, job, contract, or legal interest.

Human Oversight: Meaningful review by an authorized person who understands the context, verifies the output, considers applicable law and policy, and remains accountable for the decision or work product.

Deepfake or Synthetic Media: AI-generated or AI-manipulated audio, video, image, or text that depicts or impersonates a person, event, statement, document, or communication in a manner that may deceive, mislead, harass, defraud, or harm.

AI Output: Any content, recommendation, result, code, summary, analysis, classification, transcript, prediction, or other work product generated or assisted by AI.

[bookmark: _Toc232449581]Option 1: Open Use Environment

Purpose

The District permits broad use of approved AI technologies to support instruction, learning, creativity, productivity, and operational efficiency.

Authorized Users
· Faculty and Staff 
· Students (subject to age requirements) 
· Administrators 
Permitted Uses
Students
· Students can use AI to complete assignments with permission and guidance from teachers, including: 
· Conduct research 
· Brainstorm ideas 
· Generate study guides 
· Create presentations 
· Receive tutoring assistance 
· Generate code
· Create multimedia projects 
· Improve writing 
· AI serves as a tool, not a replacement for your ideas, creativity, or critical thinking.
· Students should be aware of the potential biases and fallacies in AI-generated content.
· Students should be able to critically evaluate output for accuracy and bias.
Prohibited Activities
· Students must not use AI to deceive or harm such as including impersonation, spreading misinformation, or creating harmful content.
· Students must not use AI to violate academic integrity by cheating, or plagiarism.
· Students must not use AI to circumvent learning by avoiding learning objectives or substituting AI for original thought.
· Students will not use Personally Identifiable Information (PII) when using AI applications.

Faculty and Staff
· Faculty and staff may:
· Develop lesson plans 
· Generate instructional materials 
· Differentiate instruction 
· Create assessments 
· Draft communications 
· Analyze non-sensitive data
· Develop professional learning materials 
· To enable student use of AI tools, staff are responsible for confirming students meet all Terms of Service (ToS) requirements.
· Staff must prioritize student well-being and privacy, ensuring all AI usage complies with FERPA and relevant privacy regulations. 
· Staff must use AI as a supplemental tool while relying on their own professional human judgment for final decisions. 
· AI may assist educators in reviewing work products; however, educators remain solely responsible for all grading decisions and final grade determinations.

To support responsible and compliant student use of AI, staff should:

· Define how AI should be used, for what specific purpose (e.g., ideation vs. final output), and how it must be cited for their students.
· Design tasks that prioritize original thought, support learning objectives, and require students to critically audit AI output for bias, fallacies, and factual accuracy.
· Provide guidance on preventing the use of AI for deception, misinformation, or the violation of peer privacy.

Curriculum Integration

· Curriculum and Instruction will provide guidance and make decisions regarding AI use in their respective content areas.
· End users are responsible for adhering to the Terms of Service and ensuring they follow curriculum guidelines when developing instruction.
· Teachers and students will model transparency and cite AI sources as appropriate.
· Avoid using any Personally Identifiable Information (PII) when using AI to develop Individualized Education Program (IEP) plans, Full & Individual Initial Evaluation (FIIE), or Individualized Accommodation Plans (IAP). AI may assist in drafting or organizing content; however, all plans shall be individualized and based upon the student's unique educational needs as determined by qualified personnel.
· The curriculum should only be uploaded or referenced directly on AI platforms purchased and/or approved by Technology and Curriculum authorized leadership.
Prohibited Activities
· Staff must avoid using any Personally Identifiable Information (PII) when using AI to develop Individualized Education Program (IEP) plans, Full & Individual Initial Evaluation (FIIE), or Individualized Accommodation Plans (IAP). Priority should be given to the individual needs of the student if utilizing an AI tool to develop any plan. 
· Staff are prohibited from entering PII, rosters, or assessment data into non-approved or licensed public-facing or third-party AI models. Only internal, district-approved tools with signed Data Privacy Agreements (DPAs) may be used. 
· Staff are prohibited from uploading or referencing Curriculum unless the AI platform has been approved by Technology and Curriculum authorized leadership. 
· The use of personal AI accounts for official district activities and operations.
AI General Requirements
Human Review

All AI-generated content must be reviewed by the user prior to submission, publication, grading, or official District use.

Disclosure
Users must disclose significant AI assistance when required by the teacher, assignment, or district guidelines.
Privacy Restrictions
Users shall not enter:
· Personal Health information (PHI)
· Personally Identifiable Information (PII)
· Student records 
· Protected educational records 
· Personnel records 
· Authentication credentials 
· Sensitive district information into any AI systems without explicit authorization from a District Authorizer.
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Purpose
The District permits AI use only for specific educational and administrative functions approved by the District.
Authorized Users
· Faculty and Staff 
· Administrators 
· Students under teacher supervision 
Permitted Usage
Students

· Students can use district APPROVED AI to complete assignments with permission and guidance from teachers, including: 
· Conduct research 
· Brainstorm ideas 
· Generate study guides 
· Create presentations 
· Receive tutoring assistance 
· Generate code
· Create multimedia projects 
· Improve writing 
· AI serves as a tool, not a replacement for your ideas, creativity, or critical thinking.
· Students should be aware of the potential biases and fallacies in AI-generated content.
· Students should be able to critically evaluate output for accuracy and bias.
Prohibited Activities
· Students must not use AI that is not approved by the district.
· Students must not use AI to deceive or harm such as including impersonation, spreading misinformation, or creating harmful content.
· Students must not use AI to violate academic integrity by cheating, or plagiarism.
· Students must not use AI to circumvent learning by avoiding learning objectives or substituting AI for original thought.
· Students will not use Personally Identifiable Information (PII) when using AI applications.

Faculty and Staff
· Faculty and staff may use district APPROVED AI to:
· Develop lesson plans 
· Generate instructional materials 
· Differentiate instruction 
· Create assessments 
· Draft communications 
· Analyze non-sensitive data
· Develop professional learning materials 
· To enable student use of AI tools, staff are responsible for confirming students meet all Terms of Service (ToS) requirements.
· Staff must prioritize student well-being and privacy, ensuring all AI usage complies with FERPA and relevant privacy regulations. 
· Staff must use AI as a supplemental tool while relying on their own professional human judgment for final decisions. 
· AI may assist educators in reviewing work products; however, educators remain solely responsible for all grading decisions and final grade determinations.

To ensure student compliance with the Handbook, all staff should:

· If AI is permitted for use then educators need to explicitly define how AI should be used, for what specific purpose (e.g., ideation vs. final output), and how it must be cited for their students.
· Design tasks that prioritize original thought, support learning objectives, and require students to critically audit AI output for bias, fallacies, and factual accuracy.
· Provide guidance on preventing the use of AI for deception, misinformation, or the violation of peer privacy.

Curriculum Integration

· Curriculum and Instruction will provide guidance and make decisions regarding AI use in their respective content areas.
· End users are responsible for adhering to the Terms of Service and ensuring they follow curriculum guidelines when developing instruction.
· Teachers and students will model transparency and cite AI sources as appropriate.
· Avoid using any Personally Identifiable Information (PII) when using AI to develop Individualized Education Program (IEP) plans, Full & Individual Initial Evaluation (FIIE), or Individualized Accommodation Plans (IAP). Priority should be given to the individual needs of the student if utilizing an AI tool to develop any plan.
· The curriculum should only be uploaded or referenced directly on AI platforms purchased and/or approved by Technology and Curriculum authorized leadership.
Prohibited Activities
· Staff must not use AI that is not approved by the district.
· Staff must avoid using any Personally Identifiable Information (PII) when using AI to develop Individualized Education Program (IEP) plans, Full & Individual Initial Evaluation (FIIE), or Individualized Accommodation Plans (IAP). Priority should be given to the individual needs of the student if utilizing an AI tool to develop any plan. 
· Staff are prohibited from entering PII, rosters, or assessment data into non-approved or licensed public-facing or third-party AI models. Only district-approved tools with signed Data Privacy Agreements (DPAs) may be used. 
· Staff are prohibited from uploading or referencing Curriculum unless the AI platform has been approved by Technology and Curriculum authorized leadership. 
· The use of personal AI accounts for official district activities and operations.
· Make disciplinary decisions using AI 
· Make special education determinations using AI 
· Use AI as the sole source of information 
AI General Requirements
Human Review

All AI-generated content must be reviewed by the user prior to submission, publication, grading, or official District use.

Disclosure
Users must disclose significant AI assistance when required by the teacher, assignment, or district guidelines.
Privacy Restrictions
Users shall not enter:
· Personal Health information (PHI)
· Personally Identifiable Information (PII)
· Student records 
· Protected educational records 
· Personnel records 
· Authentication credentials 
· Sensitive district information into any AI systems without explicit authorization from a District Authorizer.
Approved Platforms
Only district-approved AI platforms may be used for instructional activities.
Approval Process
All AI tools must undergo:
· Security review 
· Privacy review 
· Legal review 
· Educational review 
before implementation.
Data Governance
Only district-approved data may be processed.
No PII may be entered into AI systems without:
· Formal approval 
· Contractual protections 
· Legal review 
Monitoring
District technology staff may monitor AI platform usage for:
· Compliance 
· Security 
· Abuse prevention 
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Purpose
The District prohibits the use of AI technologies for instructional and operational purposes.
Authorized Use
None.
The District does not authorize:
· Student AI use 
· Staff AI use 
· Administrative AI use 
except for approved district security tools operating in the background.
Prohibited Activities
Users may not:
· Access AI chatbots 
· Submit district information into AI systems 
· Generate coursework using AI 
· Use AI writing assistants 
· Use AI image generators 
· Use AI coding assistants 
on district devices, accounts, or networks.
[bookmark: _Toc232449584]Artificial Intelligence User Responsibilities
All users of AI within the District are expected to use these tools responsibly, ethically, and in accordance with District policies and applicable laws.
Accordingly, Users are responsible for the content they create, submit, publish, or distribute, regardless of whether AI assistance was used in accordance with District standards.
All users shall:

Protect Privacy
Users shall not enter, upload, or share confidential information within AI systems, including:
· Student information
· Employee information
· Grades
· Health information
· Passwords
· Security-related information
· Any Personally Identifiable Information (PII)
Verify AI Outputs
AI systems can generate inaccurate, misleading, biased, incomplete, or fabricated information.
Users are responsible for reviewing, validating, and correcting AI-generated content before using or sharing it.
Students should be aware of the potential biases and fallacies in AI-generated content.
Maintain Academic Integrity
Students shall not use AI to cheat, plagiarize, complete assignments without authorization, or misrepresent AI-generated content as their own work.
Staff shall not use AI in a manner that violates District policies, professional responsibilities, or academic integrity standards.
Exercise Human Judgment
AI is intended to assist learning and productivity, not replace critical thinking, professional judgment, creativity, or decision-making.
Users remain responsible for all decisions, communications, and work products created with AI assistance.

Respect Others
AI technologies shall not be used to harass, bully, threaten, discriminate against, impersonate, or otherwise harm another person.
Prohibition on Deepfakes and Impersonation
Users shall not create, distribute, or use AI-generated content intended to impersonate, deceive, misrepresent, embarrass, harass, or harm another individual.
This includes synthetic audio, video, images, or written content falsely attributed to another person.
Use Approved AI Platforms

Users shall only utilize District-approved AI platforms and services when conducting District-related activities.

Report Concerns
Users shall immediately report any suspected misuse of AI, privacy concerns, inappropriate content, security concerns, or policy violations to a teacher, administrator, supervisor, or the District technology department.
Enforcement
The District may:
· Block websites 
· Restrict applications 
· Monitor network traffic 
Upon violation, or known actions inconsistent with the ISPP, the district stakeholders (e.g. administrators, staff, affiliates, and students) must notify IT Leadership, or equivalent, immediately.  Violations may result in disciplinary action and will be reported to Human Resources, or the appropriate administrative team.  Human Resources or the appropriate administrative team will handle violations through the standard disciplinary process.
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Add any of these sections to the User Responsibility Section for more specific guidance.  Once completed, remove the remainder of this section.
Approved Processing
Staff and Student information may only be processed through AI systems that:
· Have been approved by the District.
· Have completed all required privacy and security reviews.
· Have appropriate contractual protections in place.
· Comply with FERPA, COPPA, PPRA, CIPA, applicable state privacy laws, and District policies.
Data Minimization
Users shall limit all data shared with AI systems to the minimum amount necessary to accomplish the intended educational or operational purpose.

Accountability
All District staff and students remain responsible for protecting student information regardless of whether the information is processed by an AI system.

Deepfake and Synthetic Media Protections
The creation, distribution, or use of AI-generated content intended to deceive, impersonate, harass, intimidate, bully, defraud, or misrepresent another individual is strictly prohibited.
Prohibited activities include:
· Impersonating students, staff, parents, guardians, vendors, or community members.
· Creating synthetic audio, images, or video intended to cause harm.
· Producing misleading or deceptive content falsely attributed to another individual.
· Generating content intended to disrupt school operations or damage reputations.
Violations may result in disciplinary action, loss of technology privileges, referral to law enforcement, or other corrective measures as permitted by law and District policy.
Prohibited Data Submission
Unless specifically authorized through a documented District approval process, users shall not enter, upload, process, transmit, summarize, analyze, or share any confidential, regulated, protected, or sensitive District information within any AI system.
Prohibited information includes, but is not limited to:
Student Information
· Student names
· Student identification numbers
· Dates of birth
· Home addresses
· Telephone numbers
· Email addresses
· Educational records
· Grades or transcripts
· Disciplinary records
· Attendance records
· Health information
· Special Education records
· Individualized Education Programs (IEPs)
· Section 504 records
· Counseling records
· Behavioral records
· Parent or guardian information
· Any other Personally Identifiable Information (PII)
Employee and Human Resources Information
· Employee names when associated with confidential matters
· Personnel records
· Performance evaluations
· Disciplinary records
· Salary information
· Employment agreements
· Medical information
· Background investigation information
· Leave records
· Workers' compensation records
· Human Resources investigations
· Social Security numbers
· Driver's license numbers
· Tax-related information
· Any other Personally Identifiable Information (PII)
Financial and Business Information
· Banking information
· Credit card information
· Procurement records not intended for public release
· Budget planning documents designated as confidential
· Vendor contracts designated as confidential
· Financial account numbers
· Taxpayer identification numbers
· Audit findings not approved for public release
Security and Technology Information
· Passwords
· Multi-factor authentication (MFA) codes or tokens
· API keys
· Encryption keys
· Security configurations
· Network diagrams
· Vulnerability assessment results
· Penetration testing results
· Security incident reports
· Access control information
· Security monitoring data
· Infrastructure architecture details
· Any information that could increase risk to District systems, facilities, personnel, or students
Legal and Investigative Information
· Attorney-client privileged information
· Pending litigation information
· Student investigations
· Personnel investigations
· Law enforcement communications
· Compliance investigations
· Protected legal documents
· Confidential settlement information
Human Oversight and Decision-Making
AI shall not serve as the sole basis for decisions involving students, employees, or District operations.
Human review and approval shall be required for decisions involving:
· Student grading
· Academic placement
· Student promotion or retention
· Student discipline
· Special Education eligibility
· Section 504 eligibility
· Counseling determinations
· Employee discipline
· Hiring decisions
· Employment evaluations
· Safety or security decisions
District personnel remain responsible for all decisions, recommendations, and actions supported by AI technologies.
Other Protected Information
· Information protected by FERPA
· Information protected by COPPA
· Information protected by HIPAA or applicable state privacy laws
· Information designated as confidential by the District
· Any information classified as sensitive, restricted, confidential, or non-public
Users are responsible for ensuring that information entered into AI systems complies with District policies, privacy requirements, contractual obligations, and applicable laws. When uncertainty exists regarding whether information may be submitted to an AI system, users shall not submit the information and shall seek guidance from District administration or technology leadership prior to use.
Users shall not anonymize, paraphrase, summarize, or otherwise transform protected information for the purpose of circumventing these restrictions.

[bookmark: _Toc232449586]User Acknowledgment
[bookmark: _Hlt496596116][bookmark: _Hlt485547697][bookmark: _Toc24195659]I acknowledge that I have read, understand, and agree to comply with the District's AI Acceptable Use Guidelines.
I understand that:
· AI tools must be used responsibly, ethically, and in accordance with District policies.
· I remain responsible for all content, decisions, and actions taken with the assistance of AI technologies.
· AI-generated information may be inaccurate, incomplete, biased, or misleading and must be reviewed before use.
· I may not use AI technologies in a manner that violates privacy, academic integrity, cybersecurity requirements, or the rights of others.
· Violations of these guidelines may result in disciplinary action, loss of technology privileges, or other consequences consistent with District policy.
Username:
Signature:
Date:
Parent/Guardian Signature (Student Users Only):
Date:
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